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Version

0.60

0.61 Add quick heart-beat through Test. Add
Export Log.
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- Login to server
- Export log file

« Unlock a device
- Unlock an Intel® Education Tablet device
- Unlock an Intel® classmate PC device @

4 INTEL CONFIDENTIAL

Intel® Education Solutions Education



Overview

TD Working Mechanism in client

i J Collect device . - A 4
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rocedure beat with Server Procedure Resume from S4

Aty package in
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Restart is required
restart Go on Power On
Procedure Show Lock Screen

Note: Remaining Cycle is not
applicable for Tablet device.
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Overview

Client Components

Agent service: communicate with the server during each heart-beat:
- Check whether the server obtains any certificate or upgrade package for

the client
- Download the certificate and update package from the server if available

UI: client network setting and TD status display, warning prompt

Guardian service: background service to protect the client
- Start the client service if it is stopped
- Install a built-in client if it is uninstalled

: - Call system service to restart the system if required, like received
TD guardian kill pill from server.

TD client
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Overview
Client UI Elements

N T S T

Short-cut

Tray Icon

Tooltip

Balloon/Notificati
on

Dialog
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Desktop short-cut %

Start menu

Icon is different according to Device

status

Open Theft Deterrent client

Help
About

- Log in Theft Deterrent server,

Show different tool tip according to
Device status.

Warning + No package downloaded:

Popup every heart-beat

Package downloading: Pop up when
you hover the mouse over the tray
icon.

Package update failed: Pop up if
event happen.

2 tabs display:

1. Device Status & System
Information

2. Settings

Desktop short-cut in widget &

N/A

N/A

Popup in system tray every heart-beat.

1. Warning + No package downloaded. Click the
notification to open client UL.

2. Warning + Certificate downloaded. Click the
notification to open restart dialog.

Package downloading and Package update
failed.

2 tabs and popup menu display
1. Device Status & System Information
2. Settings

3. B icon on the upper-right corner
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Client Functionality

Dialog Detail

'. & -
. oft Deterre 2
ducatic Device Information | Settings
Device Status
- Detail status | || Device Status: About to expire
message with < Boot Tick: 1 ' - Device status icon
detail information Expiration Date: 5/5/2013 &
- Remind user to Remaining Cycles: 299 - Warning / Error
restart the device < 0 The Device Status will be updated after you reboot the system. messade
manually if a
certificate has been PR —
downloaded
Devi Hardware ID: 1078D26A4D72
- pevice <
. . N Device Name: ESMA-PC
information and
group in the Server S Ha
Close
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Client Functionality

Dialog Detail

Server Address / URL: [192.168.1.192

- Server address. Test in advance before you save
the setting

- Set up Proxy if need

Server Name: DebianESM161

Set up Proxy...

Client Setting

Language:

- Set client display language and Apply
seeer s e | - Not applicable for Android (which use Android
Portugués (Brasil) language setting)

Tirkce

mtel
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Client Functionality

- Network setting
Input correct Server address and Save
Select Proxy setting if needed

- First activation

TD can be activated in manufactory line (refer to Device

deployment guide)

If not activated yet (Device status Inactive ¥ ), Steps:
Network setting

Wait for server approval, and a Reboot dialog will pop up
Wait for the device to restart and the Device status will be changed to Normal &

7 Restart Computer EX

Reboot

. § System will restart to update the security files. Please
System will restart to update the security files. Please . save all your work in progress.
save all your work in progress.

Time remaining: 58 seconds Time remaining: 54 seconds

Reboot now \ Restart Now {

Android
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Client Functionality

- Regular running job

- Client will work in background automatically. Device status is
updated in every heart-beat

- Maintain the connection between the server and the client,
certificate will be downloaded
- Kill Pill, Public Key and Share Secret update, the machine will be forced to restart

- Global certificate, temporary certificate downloaded, reminder in UI to let user
manual restart

- Maintain the connection between the server and the client, remote
update package will be downloaded
- Download and upgrade in background, no user interaction.
- Windows: Tray icon and tooltip will change to :’: (Downloading) and :C
(Upgrading).
- Android: The notification for Downloading | [eurree
requires user to Accept the upgrading manually

appears and
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Client Functionality

Heart-beat interval

1. Client will have 3 times of quick heart-beat (per 1
minutes) when it is just started or the server address is
modified and saved.

2. After connected with server, client will use the server’s
heart-beat interval setting under Settings->client

Check-in Interval

You can set up the interval for devices in different status to check-in with the server automatically.

Device is normal: 120 minutes
Device is about to expire: 30 minutes
Device cannot connect to server: 50 minutes
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Client Functionality

3. If it cannot connect with server, client will use the setting
in local configuration file.

Client will try to connect with server every 10 minutes
(4.0.x.10070 or higher) or 30 minutes (under
4.0.x.10070).

4. For version 4.0.x.10070 or higher, you can click Test to
trigger a fast connection within 2 minutes.
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Client Functionality

Help

About
[Eee—

Lo in Theft Deterrent server,

- Login to server >

- Setup student account Cotmpiéte Assount liformetion
- Select “Login to server” in popup menu Hesse cresioapasswort brigivani providean e ol adiress
- Setup student account with a 6~12 length Hardware ID: 1078D26A4D72
password oo s
- Generate Unlock code N —
- Select “Login to server” in popup menu e )
- Log in with Hardware ID of the machine and - —

the password pre-set
Click “Generate Unlock Code”

) I n p u t t h e BO Ot Ti C k a n d g e n e ra te th e U n I OC k @' Theft Deterrent server Welcome, 1078D26A4D72 | (&' Logout
C O d e . Education DebianESM161

Welcome to Theft Deterrent server

Please select the action you want to take:

Note: Server can disable the generate unlock
code function and set the times limitation under
Settings->Client-> Student Unlock Code on
the server webpage
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Client Functionality

- Export log file

- You can click Setting->Export Log to export the log file named as “td.log”
for trouble shooting.

intel‘ Theft Deterrent client

Server Address / URL:
Server Name: -

Set up Proxy.

Windows/Linux  Specific destination path The export folder name cannot
contain any special character.

Android /sdcard/td.log
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Unlock a Device

If the device is locked, a lock screen is displayed as follows:

Intel® Education Theft Deterrent

bah This device is locked!
? The system will shut down in 00:19:07

T, 57-48-A5-C7-C9-63-9C-(B-1A-28
4.0.40100.2201

Tablet Lock Screen

Hardware ID: Device’'s LAN/WLAN MAC address
to identify a device for TD system. It is recorded
in TPM during first provision and will not change
in future.

Boot Tick: A hexadecimal number that increases
by 1 after the client applies a certificate.
Provision Number or S/N: A 20-digit
hexadecimal number generated from the Public
Key of the server. It will be used to identify
which TD server the device belongs to.

INTEL CONFIDENTIAL

Sorry, the computer boot certificate has expired and the machine is now
locked. Please contact your computer administrator to obtain an unlock
code for your computer to be unlocked.

Unique Hardware ID : 60-10-60-14-6D-DF

Boot Tick : 00 60 68

S : 08-0C-6F-01-85-0D-05-0C-01-03-63-08-04-0C-01-03-63-04-69-07

mw“m“ld ’ .
Systea will shut down 1f you type N.) ekl

Classmate PC Lock Screen

Unlock method Classmate PC Tablet

Unlock code 4 %
Removable USB v (hot key v
device Ctrl+Insert)

Mini-SD card '
Network '

Education
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Unlock a Device - Choose unlock method

Setup a new TD server
with same Root Public Key

Recover Package

Allow Unknown
Remote Unlock

Generate Offline
Boot Certificate

TD server ‘

T
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Unlock a Device - Unlock Package

Package | Generstor [input | Comment

Crash Recovery Root CA Provision Number
Public Key of new TD server

Advance Crash  Root CA Provision Number Only applies to Beach
Recovery Hardware ID Point/Pine Trail Peak
Boot Tick and Tablet device
Public Key of new TD server
Offline TD server Hardware ID Device pre-provisioned
Boot Certificate Boot Tick with the TD server’s
key in manufactory
line already
Shared Secret  TD server Export from server under Settings->Security-
sync-up >Sync Package button.
package Used to sync-up the Shared Secret or Public Key in
Public Key e — de}cnce vl\{lthball removable device if the unlock code is
sync-up not applicable.
package
Unlock Code TD server Hardware ID
Boot Tick
Shared Secret
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Unlock a device - through network

Select Unlock through Network on
the Lock Screen

_ Input Server address Intel® Education Theft Deterrent

Unlock through Network

- Set up Proxy server if needed

Network type:

- Select one AP from the drop-down list, Available network: |
then input AP’s security key. i

- If the network connection is
successfully «s , the Unlock button will
be enabled. If the network connection
failed &, the Unlock button is disabled.

- Click the Unlock button. If successful,
the device will restart, otherwise error
message will be displayed.
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Unlock a device - through network

Message

Error Code

Description

The security key is incorrect. ...

AP’s security file is not correct.

server is invalid.

The port number of the proxy

Proxy server’s port number is not 0-9 digital.

The unlock request is denied.

Device status in server is locked. Need Allow unlocking before remote
unlock.

Failed to unlock the
device. (Error Code:

0x01040001

Server has error.

0x01040002

Cannot connect with the server.

0x01040040

The server address is invalid because it is shorter than 4 characters.

0x01040080

Cannot connect with the server because the proxy username or
password is invalid.

0x04020003

Server is busy. Please try again later.

0x04020004

Server is under maintenance. Please try again later.

0x04070001

Cannot unlock this device because it is not managed by the server yet.

0x04070002

Cannot unlock this device because it is still waiting for the server’s
approval.

0x04070003

Cannot unlock this device because it has been rejected by the server.

0x04070005

The Root Public Key in the server is not the same as that in the device

0x04070006

The server Public Key is not the same as that in the device

0x04070007

Boot Tick in the client is inconsistent with that in the server.

0x04070008

certificate download limit exceeded the threshold in the server.
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Appendix - Device Status

Device Status | Device Status | Warning/Error Message Comment
Message Icon
Inactive . - Waiting for server approval...
/ - Cannot connect with the server
= X | - Cannot connected with the server
because of invalid proxy
- Rejected by the server
Normal The warning message maybe display | 1. Remaining Cycle is not applicable for Tablet
Permanent when: device.

About to Expire

alo L.

- Certificate download limit exceed
- Boot Tick inconsistent

- The Server is busy, please wait...

- The Server is under maintenance
- Server error

2. Certificate download limit can be set in
server Settings->Client->Boot certificate limit
3. In server, the device will display with orange
and admin can manual reset the times for the 2
warning.

o

- Cannot connect with the server

- Cannot connected with the server
because of invalid proxy

- Connected with the wrong server
- Rejected by the server

1. Server address is set correctly
2. Proxy is set correctly if need

Error(Error
code)

&

Device Error

In server, the device will display with red and
cannot approval in Pending approval Tab.
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Appendix - Device Error Code Table

client Error Code

Unlock Screen Error
Code

Description

0X02010001 0X01010001 The TPM device cannot be found.
0X02010002 0X01010002 The TPM is disabled.
0x02011006 /
0X02010003 0X01010003 The TPM is deactivated.
0x02011007 /
0X02010004 0X01010004 Error occurred during TPM initialization in the
0X02010005 0X01010005 manufactory line. The possible reasons include the
0X0201000A 0X0101000A following:
0X0201000C 0X0101000C 1. The TPM does not have an Endorsement Key pre-
0X0201000E 0X0101000E installed.
0X0201000E 0X0101000E 2. The TPM NV partition or NV index creation failed.
3. The TPM status is incorrect.
OX0201FFFF OXO0101FFFF Internal error accessing the TPM.
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Trouble Shooting - client

1. Can I uninstall TD client?

Answer: For Android, it is pre-installed in image, so you cannot uninstall the client. For Windows,
you need to uninstall the Guardian before uninstalling the client. And both the Guardian and the client
can be protected by the password set by the server (Settings->Client-> Password Protection)

2. Can the useable time be extended by modifying the device’s system time/date?
Answer: For Intel® Education Tablet, changing the system time will not affect the useable time of
the device. For Intel® classmate PC, changing the system time can extend the usable time of the
device. However, this will not impact the Remaining Cycles and the device will eventually be locked
after the Remaining Cycles decreases to 0.

3. Why can’t I enter the login page when I open the server webpage for student?
Answer: The login page is displayed only after the device owner completes the student account
settings. Therefore, to generate an unlock code with a device borrowed from your classmate, ask
your classmate to complete his or her account settings and then you can log in the server with your
own Hardware ID and password.
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Trouble Shooting — Unlock

1. What is the removable device format supported for unlocking?
Answer : The FAT file system. And for classmate PC, need

- FAT16:Support size up to 2GB (Recommend to use Size <2GB)

- FAT32:Support size up to 8GB

2. What is the network protocol supported for device unlocking through network?
Answer: The wireless encryption standards supported includes: WPA/WPA2/WEP (Hex Security Key

only) or no encryption
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